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Abstract
Purpose: In today’s digital world, data-driven digital artefacts pose challenges for educa-
tion, as many students lack an understanding of data and feel powerless when interacting
with them. This article addresses these challenges and introduces the data awareness
framework. It focuses on understanding data-driven technologies and reflecting on the
role of data in everyday life. The paper also presents an empirical study on young school
students’ data awareness.

Design and methodology: The study involves a teaching unit on data awareness framed by
a pretest-posttest design using a questionnaire on students’ awareness and understanding
of and reflection on data practices of data-driven digital artefacts.

Findings: The study’s findings indicate that the data awareness framework supports stu-
dents in understanding data practices of data-driven digital artefacts. The findings also
suggest that the framework encourages students to reflect on these data practices and
think about their daily behaviour.

Originality: Students learn a model about interactions with data-driven digital artefacts
and use it to analyse data-driven applications. This approach appears to enable students to
understand these artefacts from everyday life and reflect on these interactions. The work
contributes to research on data and AI literacies and suggests a way to support students
in developing self-determination and agency during interactions with data-driven digital
artefacts.

Keywords: K-12, Computing Education, Data Awareness, Data Literacy, Big Data,
Datafication, AI Literacy
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1. Introduction
Education about data and data-driven technologies has been advocated in various fields
in recent years, particularly with the development and omnipresence of machine learning
(ML) applications. This has led to the emergence of numerous approaches and perspec-
tives, for example, the concept of data literacy (e.g., Ridsdale et al. 2015, Wolff et al. 2016)
and related concepts of AI literacy (e.g., Long & Magerko 2020), data agency (Tedre et al.
2020), and algorithm literacy (e.g., Dogruel 2021). This emphasises addressing multiple
literacies rather than a single, definitive literacy for data and data-driven digital artefacts
(ddA).

Researchers argue for supporting students in perceiving their role within data-driven
societies (e.g., as data sources) and in relating learning about data and ddA to their ev-
eryday lives (Gebre 2018, Bilstrup et al. 2022, Pangrazio & Selwyn 2019, Sander 2020).
However, some studies indicate that students often perceive data as impersonal and unre-
lated to their personal lives (Gebre 2018, Bowler et al. 2017). Moreover, studies indicate
that many students lack awareness and understanding of where, how, and why data about
them are collected and processed (e.g., Bowler et al. 2017, Bucher 2017, Pangrazio &
Selwyn 2020, 2019, Tedre et al. 2020, Goray & Schoenebeck 2022). Hence, researchers
argue for the need of examining students’ understanding of data practices of data-driven
applications (e.g., Gebre 2018, Pangrazio & Selwyn 2018, 2020, Goray & Schoenebeck
2022, Acker & Bowler 2018, Sander 2020).

This paper presents the data awareness framework as a specific spot within a contin-
uum of approaches for teaching about data and ddA in K-12. We believe that considering
and understanding the role of data within interactions with ddA is a central aspect of data
literacies. Hence, data awareness addresses a strand of data literacies that focuses on rais-
ing students’ awareness of personal data and data practices (e.g., Pangrazio & Selwyn
2019, Gebre 2022, Acker & Bowler 2018) and combines it with concepts of AI literacy
and data agency (e.g., Tedre et al. 2020, Long & Magerko 2020).

The framework focuses on interactions with ddA that adapt their outputs according to
data models generated by data collection and processing (e.g., social media applications,
streaming services, and search engines). It is based on the idea that people typically focus
on their immediate goals during these interactions, like sharing personal experiences with
friends, finding movies to watch, or searching for information about something. With their
attention primarily focused on these tasks, the role of the data is often neglected. Data
awareness means shifting the focus to data practices during these interactions, which is
often perceived as difficult and without immediate benefit. The overall goal is to empower
students to navigate in a data-driven world, make informed and reflected decisions, and
actively manage these data flows.

This is an important educational goal as several studies reported that many people de-
velop feelings of powerlessness, apathy, or resignation (e.g., Lutz et al. 2020, Keen 2020,
Hargittai & Marwick 2016). Even if they are concerned about the collection and process-
ing of personal data (Sander 2020, Dowthwaite et al. 2020), they feel unable to counteract
these data practices (Dowthwaite et al. 2020, Bilstrup et al. 2022). The idea of the data
awareness framework is to provide students with an easy to understand model of interac-
tions with ddA and related data practices enabling them to shift their focus on essential
elements of the role of data in everyday interactions with ddA, and to analyse ddA and
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reflect on these interactions accordingly. Hence, data awareness aligns with arguments
for supporting students to relate learning about data and ddA to everyday life. Thus, the
framework is meant to teach about data and ddA in a way that helps students overcome
powerlessness when interacting with ddA, that is, to support students in developing self-
determination and agency in a data-driven world.

Aside from introducing the data awareness framework, in this paper, we report on
an empirical study among 11-13 years old students. First, we examine students’ under-
standing of data practices during interactions with ddA before and after an intervention
that implements the framework (i.e. whether students have learned and can apply the
framework’s model). Second, we examine whether the intervention encourages students
to reflect on the role of data within these interactions, as opposed to resignation regard-
ing ddAs’ data practices. By doing so, we aim to evaluate the effectiveness and practical
applicability of the framework in supporting individuals to become more aware of and
reflect on the role of data within their interactions with ddA.

2. Related Work
In this section, we discuss research on students’ understanding of ddAs’ data practices,
their privacy concerns, and feelings of powerlessness when interacting with ddA, which
serves as foundation for this study. We then discuss approaches for teaching data and ddA
to locate data awareness within their intersections.

2.1. Students’ Understanding of Data Collection and Processing
Recent research examined how people understand the role of data within interactions with
ddA. We discuss and analyse crucial results by focusing on awareness and understanding
of (a) data collection and (b) data processing in ddA.

Goray & Schoenebeck (2022), for instance, found that some youth were aware of cer-
tain types of data collection, like about their interactions. However, Keen (2020) found
that while some students had ideas of collected data, they had no concrete ideas of their
secondary use or consequences of data practices. Similarly, Bowler et al. (2017) reported
that while some students knew that data is collected in some contexts, they did not ad-
equately understand which data and what happened after it was collected. Dowthwaite
et al. (2020) reported that, in the context of online platforms, students could not ade-
quately give examples of data collection. They also struggled to perceive the implications
of the use of the data. During interviews with children, Sun et al. (2021) found that they
were mostly unaware that data companies collect personal data and how they use them;
instead, they perceived collecting personal data rather as an interpersonal issue. Further
studies found that many students lacked an understanding of personal data and how it
was generated or used in social media and could not assess the impacts of data practices
(Pangrazio & Selwyn 2020, 2018). Tedre et al. (2020) conducted workshops about ML
and reported that students lacked an understanding of (personal) data collection and their
usage. In the context of fitness trackers, Gabriele & Chiasson (2020) reported that while
some participants had ideas of which data was collected, they could not assess the pur-
poses of using the data. When interviewing social media users, Bucher (2017) found that
some participants were aware that data are collected and algorithms are used for data pro-
cessing. However, Eslami et al. (2015) found that most users were unaware that social
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media use curation algorithms.
These results are interpreted in Figure 1. No study reported that participants had good

awareness and understanding of data collection by ddA, and all studies report on lacking
understanding of data processing and its purposes. This underscores the importance of the
topic for education. The existing studies often describe findings regarding data collection
separately from those regarding data processing. However, this empirical research relies
on different concepts of how to uncover students’ understanding of ddA and their data
practices. It is rarely characterised what it means to understand the data collection or
the processing and its purposes. The studies do not systematically distinguish between
types of data collection or kinds of data processing purposes. In the framework presented
below, we make such a distinction and examine students’ understanding accordingly in
the empirical study of this paper.

FIGURE 1: Overview of research on students’ understanding of data collection and pro-
cessing. (Source: Authors’ own work)

2.2. Students’ Privacy and Feelings of Powerlessness
If students have little or no understanding of ddAs’ data practices, it raises the question
of how they interact with ddA in everyday life. This section provides a brief overview of
research findings on privacy and powerlessness.

The privacy paradox addresses the relation of one’s concerns and habits: Although
people generally value their privacy, they often disclose personal information (e.g., Ac-
quisti & Grossklags 2005, Barnes 2006). The privacy calculus idea suggests that it derives
from weighing individual benefits and privacy consequences (Dinev & Hart 2006), which
may go beyond a rational consideration (Williams et al. 2017). Hence, people disclose
personal information when the perceived benefits outweigh the assumed privacy conse-
quences (Lutz et al. 2020).

In several studies, researchers examined students’ concerns about their privacy and
found that students are concerned about data practices of digital services (e.g., Sander
2020, Dowthwaite et al. 2020). Livingstone et al. (2019) conducted a literature review of
students’ understanding of privacy in different contexts and reported that school students
struggle to assess data flows and their consequences, especially in commercial contexts.



The Data Awareness Framework as part of Data Literacies in K-12 Education 5

Even students who understand basic concepts about data flows, tracking, and data-driven
practices struggle to perceive their role as data sources when using data-driven applica-
tions (Gebre 2018), to interpret these concepts on a concrete personal level (Bowler et al.
2017), and to develop a critical stance towards these data-driven practices of their every-
day lives (Vartiainen et al. 2021).

Moreover, studies indicate that students see no need for action regarding data prac-
tices of data-driven systems (Keen 2020). As reported in some studies, students tend to
develop feelings of apathy, resignation, powerlessness, or having no control regarding the
data practices of ddA providers (Sander 2020, Hargittai & Marwick 2016, Keen 2020,
Lutz et al. 2020). Several possible reasons are discussed in the literature, such as lack
of knowledge and control over personal data, users’ incapabilities regarding respective
actions, and their belief that privacy-protecting behaviour is useless (Lutz et al. 2020,
Hargittai & Marwick 2016).

In summary, many students are concerned about ddAs’ data collection and processing
but feel powerless to counteract and control it (e.g., deciding whether to disclose certain
personal data or making specific settings in a application). They struggle to understand
data practices of ddA and encounter challenges that hinder their agency in making in-
formed and self-determined decisions. Educational approaches are therefore needed that
support students to understand ddA and their data practices in ways that help them to
make informed decisions and develop self-determination and agency (i.e. as opposed to
developing powerlessness) – as the work presented here aims to address.

2.3. Related Approaches
In recent years, several approaches for teaching about data, data practices, and data-driven
technologies have been developed, discussed, and refined. Data literacies, for example,
are mostly described as referring to abilities or skills for understanding and handling data,
working with its representations, and communicating and reasoning about data (e.g.,
Pangrazio & Sefton-Green 2020, Ridsdale et al. 2015, Wolff et al. 2016, Gebre 2022,
Calzada Prado & Marzal 2013). For instance, it encompasses collecting and analysing
data to gain insights following inquiry workflows (e.g., Wolff et al. 2016). Aside from fo-
cusing on teaching technical skills and data-based inquiry processes (see characterisation
in: Gebre 2022), other perspectives on data literacies are suggested: Critical data litera-
cies include critical considerations of data systems, their data practices and implications
(Bilstrup et al. 2022, Sander 2020, D’Ignazio & Bhargava 2015), personal data literacies
focus on personal data and critically reflecting on respective data practices (Pangrazio &
Selwyn 2019, Pangrazio & Sefton-Green 2020), and creative data literacy includes citi-
zenship and empowerment for data-based engagement (D’Ignazio 2017).

In relation to AI technologies, the concept of AI literacy has been developed and dis-
cussed. It aims at enabling students to understand and use AI technologies and become
creators of such technologies (Casal-Otero et al. 2023, Touretzky et al. 2019). Long &
Magerko (2020) characterise AI literacy as “a set of competencies that enables individ-
uals to critically evaluate AI technologies; communicate and collaborate effectively with
AI; and use AI as a tool online, at home, and in the workplace” (p. 2). This includes
understanding underlying AI concepts, evaluating impact of AI, and using AI as a tool
(Casal-Otero et al. 2023, Long & Magerko 2020). Teaching approaches emphasise, for
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example, that students learn about AI and ML concepts and develop skills for designing
AI applications (Marques et al. 2020, Casal-Otero et al. 2023).

Data agency extends data literacies and refers to “people’s volition, skills, attitudes,
and capacity for informed actions that make a difference in their digital world” (Tedre
et al. 2020, p.1). It aims at empowering students to actively participate in data-driven
societies as makers and producers. For example, this also includes understanding ML
concepts and developing ideas of ML applications (Vartiainen et al. 2020).

In addition, some approaches focus on algorithmic decision-making. For instance,
algorithm awareness refers to recognising when algorithms are used in different contexts,
like content curation algorithms (Eslami et al. 2015, Brodsky et al. 2020), or algorithm
literacy which includes understanding, evaluating and using algorithms (Dogruel 2021).

These approaches have different focuses on competent handling of data, understand-
ing data and algorithms, understanding AI and ML concepts, and designing and devel-
oping AI applications. Research on them reports on contributions to enabling students to
inquiry data, make data-based arguments and develop ideas of ML applications. However,
it remains unclear how students can relate these learning experiences to their everyday in-
teractions with ddA and utilise their knowledge and skills to understand ddA and the
data practices in order to make reflected, informed, and self-determined decisions. As
several researchers emphasise supporting relations to students’ everyday lives (e.g., Bil-
strup et al. 2022, Gebre 2018, Pangrazio & Selwyn 2019, McCosker 2017, Bowler et al.
2017, Sander 2020, Vartiainen et al. 2021), further research is needed to gain nuanced
insights into how teaching about data and data-driven technologies can support students
to develop an understanding that is usable in everyday interactions with ddA. The data
awareness framework is meant to address this need. It aims at providing students with
a conceptual understanding of ddA and data practices that is meaningful and useful for
understanding ddA and reflecting on their daily interactions with ddA. While the most
approaches focus on skills for carrying out data projects or designing ML applications,
data awareness enables students to analyse and reflect on ddA and their data practices by
using a model (see Figure 2). Thus, the framework starts to consider ddA from individual
perspectives, but can be extended to critical reflections on societal issues, as suggested
by critical data literacies. Overall, the framework incorporates objectives from different
approaches and particularly contributes to the data literacies strand focusing on personal
data (e.g., Pangrazio & Selwyn 2019, Acker & Bowler 2018, Gebre 2022).

3. Approach: Data Awareness Framework
In this section, we present the data awareness framework, including its model of the role
of data in interactions with ddA which is intended to be used by students to understand
ddA’s data practices and reflect on their daily interactions with ddA.

3.1. Role of Data as Facets of the Framework
First, we characterise the role of data during interactions with ddA as essential facets of
the framework, which were indirectly used to analyse the empirical studies beforehand
and build the foundation for the study presented in this paper.
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Types of data collection Providers of ddA are particularly interested in personal data,
e.g., using it to predict users’ behaviour and make targeted recommendations to provoke
that behaviour. They collect data through various means (e.g., Livingstone et al. 2019,
Pangrazio & Selwyn 2019). As summarised by OECD (2014), data can be categorised
into four types: Provided data is created actively by the user; observed data is gathered
by observation and recording, of which the user is not necessarily aware; derived data
is generated by processing existing data; inferred data is generated by probability-based
processing. Hence, users intend to provide data that is collected, while other data is
collected through observation, tracking or generated through data processing which goes
alongside users’ actions.

Hence, our framework distinguishes explicit and implicit data collection. Explicit
data collection refers to data users intentionally provide when using ddA (provided data).
Users are usually aware of this data collection because they actively disclose it. Implicit
data collection, in contrast, refers to data collected through observation, tracking, and
data processing that occurs alongside the user’s action (observed, derived, and inferred
data). Users are usually unaware of it as they do not intentionally provide this data.

The discussion of prior research in Section 2.1 suggests that students often struggle
to recognise the implicit data collection, but some students seem to recognise explicitly
collected data.

Kinds of data processing purposes Collecting and using personal data is typically driven
by economic motives (Mayer-Schönberger & Cukier 2013, Pangrazio & Sefton-Green
2020, Zuboff 2019). Users’ experiences are utilised as free raw material to predict their
future behaviour and serve commercial interests. In this sense, Zuboff (2019) argues
that providers of ddA do not collect personal data to offer services; instead, they offer
services to collect such data. This leads to information and power asymmetries between
commercial actors and users (West 2019), partly due to the challenges of understanding
the purposes behind data practices (Brunton & Nissenbaum 2015).

The collected data are used and processed by ddA to provide features and generate
outputs, which is more evident for users. We call them primary purposes of using and
processing collected data, which are usually described from users’ perspective. For ex-
ample, a search engine provider uses the collected data to display results. However, from
providers’ perspective, data processing serves additional purposes beyond immediate out-
put generation, such as predicting future behaviour, adapting features accordingly or using
the data in other contexts (e.g., Tufekci 2014, Zuboff 2019). For instance, Google pro-
vides Captchas to distinguish humans from machines, but has also used the collected data
to train ML models that have been temporarily used in military contexts (Denning & Den-
ning 2020, Shane & Wakabayashi 2018). We call them secondary purposes, which are
rather not apparent to users. Assessing secondary purposes in detail is often challeng-
ing, as they are sometimes obscured or overshadowed by primary purposes (Brunton &
Nissenbaum 2015, Burrell 2016).

The discussed studies on students’ understanding of ddAs’ data practices suggest that
students have limited understanding of these purposes, particularly regarding secondary
purposes (see Section 2.1).

Data models about users Providers gather information about users and create data mod-
els, which serve as primary and secondary purposes. They are called as digital footprints,
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digital shadows, or digital doppelgänger (e.g., Bode & Kristensen 2016, Cheney-Lippold
2017, Tufekci 2014, Kitchin 2014). The collected or generated data constitute a model
of the user that is continuously refined during these interactions, representing specific
aspects of the user rather than being a ’copy’ of the user. The data models can also con-
tain predictions about users’ behaviour (e.g., Zuboff 2019) and extract meaningful and
sensitive information from seemingly unrelated data (e.g., Goray & Schoenebeck 2022,
Mühlhoff 2021).

Research on peoples’ understanding of data practices indicates that they struggle to
comprehend the role of data within interactions with ddA (see Section 2.1). Consequently,
they may lack an understanding of how data models about users are constructed.

3.2. Perspective on Interactions with ddA
The framework considers ddA embedded in interaction systems, as the role of data then
becomes meaningful. This perspective is described in more detail in this section.

Interactions between users and ddA From an educational perspective, Schulte & Budde
(2018) describe interactions between humans and digital artefacts as sequences of input,
processing, and output. Users provide inputs, such as clicking on search engines results,
which serves as a request to the ddA and a source of data collection (i.e. data about the
clicked link). Using this data, the ddA can generate personalised outputs, such as the
order of search results. By considering these interactions with ddA students are familiar
with, we intend to increase students’ engagement and support relations between under-
standing ddA and the role of data and the daily life. The framework uses this perspective
to characterise the role of data in interactions with ddA. In this perspective, students can
analyse and assess the role of data, changing outputs, and reciprocal influences between
users and ddA.

Influences between users and ddA The interaction between a user and a ddA causes
interrelations between them. Users influence ddA when explicitly generating data or per-
forming actions that are implicitly collected, impacting the outputs and digital doppel-
gänger through data processing. Conversely, a ddA affects users (as discussed in: Tufekci
2014, Kramer et al. 2014, Rahwan et al. 2019, Susser et al. 2019). For example, they
can effect behaviour and decision-making as provoked by nudging and other techniques
of attention engineering. Beyond the individual perspective, massive data practices create
societal issues. Phenomena like filter bubbles, targeted information, and misinformation
can significantly influence many people and thus have broader implications on society
(e.g., electoral processes) (Bond et al. 2012, Lazer et al. 2018). Zuboff (2019) and West
(2019) characterise such effects within surveillance or data capitalism, highlighting their
significance.

Considering ddA as embedded in interaction contexts can reveal interrelations on individ-
ual and societal levels. Reflecting on these interactions at an individual level is crucial for
perceiving one’s role within these interactions and making self-determined actions (e.g.,
to recognise effects such as by nudging). Extended to a societal level, these reflections
could address ethical and societal issues arising from data practices. Thus, the framework
starts at an individual level, supporting students to reflect on their daily interactions with
ddA, and then explore and discuss societal issues.
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3.3. Summarising the Data Awareness Framework
The data awareness framework is characterised by considering interactions between hu-
man and ddA and focusing on the role of data within these interactions. Personal data
are collected explicitly and implicitly when interacting with ddA; these are used and pro-
cessed for primary and secondary purposes, often creating and using a data model of the
user (e.g., a digital doppelgänger). These aspects are the central facets of the framework’s
model as summarised in Figure 2.

Data awareness is located at the intersection of existing approaches, particularly those
for data literacies that emphasise awareness of personal data and reflection on data prac-
tices (e.g., Pangrazio & Selwyn 2019, Tedre et al. 2020, Acker & Bowler 2018, Sander
2020, Dowthwaite et al. 2020, Gebre 2022), but also addresses understanding of data-
driven technologies as mentioned in approaches for AI literacy and data agency (see Sec-
tion 2.3). The framework’s perspective on individual interactions with ddA could be
extended by critical reflections on societal issues of data practices in a datafied world (as
highlighted by critical data literacies (e.g., Sander 2020, Bilstrup et al. 2022)).

Data awareness goes beyond the vague idea that some data collection is happening
and personal data is somehow processed for some purpose. One main goal of data aware-
ness is to empower students to understand ddA and their data practices, and reflect on
these interactions. In doing so, it provides a model of interactions with ddA which is
meant to be usable for students in everyday life (see Figure 2). We intend to support them
in identifying choices for actions and making informed and reflective decisions for their
everyday interactions with ddA. Therefore, the data awareness framework aims at foster-
ing students’ self-determination and agency when interacting with ddA in a digital and
datafied world. Data awareness can thus be defined as:

When interacting with ddA, data awareness means being able to become
aware of the explicit and implicit data collection, the primary and secondary
purposes, and the role of data models about oneself (e.g., digital doppel-
gänger), as well as one’s own role in these interactions.

FIGURE 2: Model for describing the central facets of the data awareness framework.
(Source: Authors’ own work)
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4. Method
In the following, we present an empirical study on school students’ data awareness and
how it can be fostered.

4.1. Design and Participants
The study is part of a larger design-based research project focused on developing and eval-
uating the data awareness framework. This study concentrates on students’ understanding
of and reflections on data practices of ddA from everyday life. We developed a teaching
unit implementing the framework to examine students’ data awareness. The study aims
at examining (1) students’ understanding of the framework’s facets, particularly the types
of data collection and the kinds of data processing purposes, and (2) the extent to which
the framework encourages reflection on the role of data in interactions with ddA. Hence,
we address the following research questions:

• RQ1. To what extent does the teaching unit enable students to comprehend and de-
scribe data collection and data processing purposes within an exemplary interaction
with a ddA?

• RQ2. To what extent does the teaching unit encourage students to think about
where, how, and why ddA collect and process data about them?

• RQ3. If students can describe both types of data collection and kinds of its process-
ing purposes by an exemplary ddA, do they think more often about where, how, and
why ddA collect and process data about them?

In this study, we implemented a pretest-posttest design. A questionnaire was used to
survey students’ data awareness (pre-test). Students then attend a data awareness teach-
ing unit (see Section 4.3). Finally, a similar questionnaire was used as post-test. The
study focused on young students in K-12 education. This design allows measuring stu-
dents’ data awareness, respective improvements, and effects during the teaching unit. The
operationalisation of data awareness and the questionnaire is described in Section 4.4.

4.2. Procedure for the Intervention and Data Collection
The ethics committee of the authors’ institution granted approval for this study, especially
assessing the study design concerning children’s privacy and self-determination and the
data protection regulation. Student participation was voluntary and based on informed
consent.

The teaching unit involved 147 students (11-13 years old) of seven sixth grade classes
from three schools. The intervention took place in a computer science subject that is
mandatory in the local curriculum. Prior to the study, students had not been taught about
data or AI concepts. One of the authors taught one class, while experienced computer
science teachers taught the others. We instructed the teachers on the framework and the
intervention beforehand. Afterwards, we discussed the teaching unit and materials with
them. The teaching unit comprised four to six lessons of 45 minutes each. Pre-test and
post-test data could be matched for 123 students (71 female, 49 male, and three non-binary
students).
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4.3. Teaching Unit
The teaching unit consists of three parts, drawing on cellular networks’ collection and pro-
cessing of location data. We chose this context to provide an entry point for considering
interactions with ddA, without too much technical complexity.

In the first part, students learn about the collection of location data and the primary
purpose of its use in cellular networks. Students watched a video about cellular networks
explaining their main components and functionalities concerning how a call between two
mobile phones is established. Using a puzzle as a model for cellular networks, students
simulate and explore the networks’ functions (see supplementary materials). They reflect
on the simulation by asking how the cellular network ’knows’ where the receiver of the
call is or to which base station the receiver is connected. Students learn that collecting
location data (implicit data collection) in addition to other explicitly collected data, like
phone numbers, is necessary to establish calls (primary purpose).

The second part addresses the questions what it means to collect location data and
which insights can be obtained by analysing location data from a person. In groups, stu-
dents explore publicly available location data from a cellular network provider and char-
acterise the underlying person by creating a profile representing a ‘digital doppelgänger’
(secondary purpose). For this, we developed a web-application that allows students to
analyse the data and make conclusions by filtering the timestamps and visualising the lo-
cation data on a map (see supplementary materials). For example, when trying to analyse
where the person probably has his/her home, they filter the location data by selecting all
data with timestamps between 2am and 4am. The respective data are visualised on the
map. The students can explore the data points on a map and find some clusters of location
data in the selected time range. Based on this they make interpretations where the person
probably lives. By exploring several other personal aspects chosen by the students, they
create a profile of the person. After this exploration phase, they present and discuss their
interpretations in class and reflect and evaluate this interaction context on individual and
societal levels.

The concepts of explicit and implicit data collection, primary and secondary data pro-
cessing purposes, and digital doppelgänger were introduced and used in the unit’s exam-
ple within the first and second parts. The third part then concentrates on applying this
knowledge to other ddA. Students are asked to identify other everyday interactions with
ddA in which location data about them are collected and processed. After brainstorming
such situations in class, groups of three students chose an example. In these groups, they
analyse the selected ddA regarding the framework’s model. Possible ideas include maps
services or social media apps. Students then present, discuss, and evaluate their results in
class. The discussion is prompted by some questions: Students are asked to discuss the
extent to which they (as users) have a choice about what data (especially location data) is
collected about them, and whether it is possible to make a change in these situations. We
emphasise that students discuss from their personal point of view to ensure no opinions
about rules for behaviour are prescribed. Students are intended to reflect on the role of
data in the exemplary interactions with ddA and take a position regarding these issues.

This teaching unit serves as a simple introduction to enhance students’ data awareness,
allowing them to analyse the role of data in interactions with ddA regarding the frame-
work’s model. We intend to provide a perspective on ddA, which is useful for students
when utilising their knowledge from the lessons to everyday interactions with ddA and
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reflecting on these interactions.

4.4. Instrument for Data Collection
According to the research questions, we designed a questionnaire to examine whether stu-
dents can become aware of the role of data within interactions with ddA (RQ1 and RQ3).
To assess students’ understanding of data collection and processing by ddA, the first part
of the questionnaire has open-ended items asking students to describe the data collection
and processing by a given example of a ddA. We chose the situation of interacting with
a messenger app (e.g., sending a message) because it is likely to be a familiar context for
students. All the items of the first part refer to this example. The context is not covered
within the teaching unit. Therefore, students are not simply asked to repeat what they have
learned in class but have to apply their understanding of ddAs’ data practices to another
situation.

The questionnaire also aims to assess students’ engagement in reflecting on data col-
lection and processing during interactions with ddA (RQ2 and RQ3). We propose that
reflecting or thinking about data collection and processing when interacting with ddA in-
dicates a higher level of data awareness. Hence, the second part of the questionnaire
consists of two scales: “reflection on data collection and processing” (3 items, four-point
Likert scale) and “try to disclose few personal data” (1 item, four-point Likert scale).
These scales assess whether students reflect on these processes and relate learning about
ddA to their everyday interactions. As data awareness is not intended to prescribe be-
haviour like not disclosing personal data, the single-item scale allows to examine whether
students think about their interactions. Due to the young age of the participants, we de-
signed these scales as concisely as possible. The four-point Likert scales range from “not
applicable” to “fully applicable”. The items were developed based on literature and the
data awareness framework. Table 4 gives an overview of the scales and their mean, stan-
dard deviation, and reliability.

Moreover, we added items asking about gender and ID to compare the pre-test and the
post-test.

4.5. Data Analysis
As students’ answers to open-ended items were mainly only short phrases and keywords
(e.g., “the time of the message”), we decided to conduct only the first steps of qualitative
content analysis by focusing on quantifying the coding and analysing the quantified data
(Kuckartz 2014). The coding scheme includes deductively defined codes for the frame-
work’s facets of the data collection and processing by ddA (see Table 1). We used the
code ‘unclear’ if an answer was ambiguous. While one author coded all qualitative data,
another coded 50%. We then held an intercoder session as part of consensual coding to
resolve problematic coding and improve intercoder reliability (Kuckartz 2014). Next, we
refined the coding scheme, calculated the intercoder reliability, and analysed the quanti-
fied data.

We analysed the quantitative data by calculating scales’ reliabilities, correlations, and
differences between participant groups and between pre- and post-test data. The scale
“reflection on data collection and processing” is interval scaled but is not normally dis-
tributed according to the Shapiro test. The single item scale “try to disclose few personal



The Data Awareness Framework as part of Data Literacies in K-12 Education 13

data” is ordinarily scaled. The pre- and post-test data are dependent. We calculated Cron-
bach’s alpha to test the reliability of the reflection scale and tested differences between
pre- and post-test by using Wilcoxon signed-rank test (two-sided with α = 0.05). To
examine differences between groups of participants, we used the Mann-Whitney U test
(two-sided with α = 0.05). We also calculated Spearman correlations (undirected vari-
ables) to test correlations. The effect size r of test results was classified as small between
0.1 and 0.3, medium between 0.3 and 0.5, and large above 0.5 (Cohen 1992).

5. Results
5.1. Describing Data Collection and Processing (RQ1)
The initial intercoder reliability was κ = 0.68. After discussing the coding, disagree-
ments and coding errors were resolved, and the intercoder reliability changed to κ = 1.0,
indicating a perfect strength of agreement (Landis & Koch 1977).

Almost all students (120 of 123) reported using messenger apps, so they are familiar
with this interaction. Applying the coding scheme, 94 (76.4%) students described col-
lected data, and 79 (64.2%) named data processing purposes in the pre-test. Afterwards,
99 (80.5%) students described collected data and 97 (78.9%) listed purposes. Table 1
shows code frequencies and examples.

TABLE 1
Results of coding the qualitative data (N = 123)

code example Number of
students in
the pre-test

Number of
students in the
post-test

explicit data collection sent text/picture/location/... 65 (52.8%) 60 (48.8%)
implicit data collection date and time of a message 47 (38.2%) 83 (67.5%)

primary purposes communicate with text messages 14 (11.4%) 46 (37.4%)
secondary purposes profiling, personalised advertising 66 (53.7%) 61 (49.6%)

unclear (ambiguous answers) 37 (30.1%) 44 (35.8%)

Note. The numbers of students referring to the respective codes are not disjunctive within pre-test and post-test,
as shown in the Tables 2 and 3. (Source: Authors’ own work)

In the pre-test, 52.8% of students named at least one example of explicitly collected
data, while 38.2% identified implicitly collected data. The difference between explicit
and implicit data collection is significant in the pre-test (W = 1116.5, z = −1.794, p =

0.0392, r = −0.1144). In the post-test, 48.8% provided examples for explicit data collec-
tion and 67.5% of students mentioned implicit data collection. Again, the difference be-
tween explicit and implicit data collection is significant (W = 448.0, z = −2.6979, p =

0.0020, r = −0.1720).
Comparing pre- and post-test data showed almost no differences in naming explicit

data collection. However, there are significant differences in the proportion of students
who could identify implicitly collected data with a small effect size (W = 247.5, z =

−4.2621, p < 0.0000, r = −0.2717). This indicates that the intervention positively
affected students’ ability to recognise and describe implicit data collection by ddA not
covered during the intervention.
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We developed a model of four levels to analyse and understand the relationship be-
tween describing explicit and implicit data collection: Students who described (1) no data
collection, (2) explicit data collection only, (3) implicit data collection only, and (4) both
types of data collection (see Table 2). In line with the characterisation of these facets
in the framework (see Section 3.1), these categories are ordered hierarchically and thus
represent an ordinal scale.

TABLE 2
Frequencies of the categories according to data collection descriptions

Data
Collection

Nothing de-
scribed

Only explicit data
collection described

Only implicit data
collection described

Explicit and implicit
data collection de-
scribed

Pre-test 29 (23.6%) 47 (38.2%) 29 (23.6%) 18 (14.6%)
Post-test 24 (19.5%) 16 (13.0%) 39 (31.7%) 44 (35.8%)

(Source: Authors’ own work)

Students’ categorisation based on the descriptions of data collection is signifi-
cantly different between pre- and post-test with small effect size (W = 727.5, z =

−4.3928, p < 0.0000, r = −0.2801). Significantly more students could describe both
types of data collection after the teaching unit. Consequently, many students developed
a broader view of data collection beyond the intervention’s example, that is, they devel-
oped a conceptual understanding about types of data collection they could apply to this
example.

Similarly, we examined students’ answers about data processing purposes. In the
pre-test, only 11.4% of students could describe at least one primary purpose, but 53.7%
named a secondary purpose. Significantly more students could describe secondary pur-
poses than primary purposes with medium effect size (W = 513.5, z = −5.1152, p <

0.0000, r = −0.3261). In the post-test, 37.4% of students named primary purposes, and
49.6% described secondary purposes (no significant differences).

Comparing pre- and post-test data showed almost no difference regarding secondary
purposes. Nevertheless, the number of students, who described at least one primary pur-
pose, has increased strongly. This pre-post-test difference is significant with small effect
size (W = 164.5, z = −4.1079, p < 0.0000, r = −0.374). This indicates that more
students paid attention to primary data processing purposes by the messenger app after
the intervention.

Students’ answers on data processing purposes were analysed quantitatively by cate-
gorising students into four groups: Students who described (1) no purposes, (2) secondary
purposes only, (3) primary purposes only, and (4) both kinds of purposes (see Table 3).
According to the characterisation of primary and secondary purposes (see Section 3.1),
describing secondary purposes would indicate (regarding this aspect) a higher level of
data awareness than describing primary purposes. However, the students in this study
only named secondary purposes very nonspecifically (e.g., “personalised advertising”).
These answers address a superficial notion of secondary purposes. Therefore, the cate-
gories listed above are ordered hierarchically and thus represent an ordinal scale.

Students’ categorisation is significantly different between pre- and post-test with small
effect size (W = 452.5, z = −4.2883, p < 0.0000, r = −0.2734). Significantly more
students better understood the kinds of data processing purposes of a messenger app af-
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TABLE 3
Frequencies of the categories according to data processing purposes descriptions

Data
Processing

Nothing
described

Only secondary pur-
poses described

Only primary pur-
poses described

Primary and sec-
ondary purposes
described

Pre-test 44 (35.8%) 65 (52.8%) 13 (10.6%) 1 (0.8%)
Post-test 26 (21.1%) 51 (41.5%) 36 (29.3%) 10 (8.1%)

(Source: Authors’ own work)

ter the intervention. Hence, many students developed a broader view of data processing
purposes beyond the intervention’s example. Thus, they developed a conceptual under-
standing of kinds of data processing purposes they could apply to this example.

Using students’ categorisations (see Tables 2 and 3), we examined a relationship be-
tween descriptions according to these facets. The categories are moderately correlated
(p = 0.0002, r = 0.3271). This suggests that students who can describe both types of
data collection often also address both kinds of data processing purposes. Therefore, an
adequate understanding of data collection relates to understanding data processing pur-
poses of a ddA.

5.2. Reflection on Data Collection and Processing (RQ2)
We also examined whether the teaching unit impacts students in reflecting on data collec-
tion and processing by ddA. In the pre-test, students were asked whether they reflect on
where, how, and why ddA collect and process personal data. In the post-test, they were
asked whether they planned to do so more often. Scale’s reliability is acceptable in the
pre-test (α = 0.79) and high in the post-test (α = 0.88). The scale values indicate that
most students agree on the items in both tests (see Table 4).

TABLE 4
Statistics of the questionnaire’s scales

pre-test post-test

scales mean std mdn α mean std mdn α

reflection of data collection and pro-
cessing
(3 items, e.g., “I often think about the
purposes for which data collected about
me is processed.”)

2.34 0.78 2.33 0.79 2.68 0.93 2.67 0.88

try to disclose few personal data
(1 item, "I try to ensure that digital arte-
facts only collect a few data about me.")

2.96 1.05 3.0 - 3.09 0.97 3.0 -

(Source: Authors’ own work)

The pre-post-test difference is significant with small effect size (W = 1497.5, z =

−3.7688, p = 0.0002, r = −0.2433). Consequently, significantly more students planned
to reflect on ddAs’ data practices after the teaching unit. This suggests that they are paying
more attention to that and are probably willing to analyse ddA accordingly in everyday
life.

Teachers’ observations support this interpretation. They reported that students were
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excited about exploring the location data. Some even checked their mobile phones to see
whether location data was being collected and used by apps and changed privacy settings.
Therefore, students were interested in ddAs’ data practices for location data and related
what they had learned in class to their everyday lives.

In addition, students were asked whether they try to ensure that ddA only collect a
few personal data as an exemplary behaviour that addresses whether students reflect on
their behaviour. In the pre-test, this item was rated, on average, about three (scale ranges
from 1 to 4). The mean value in the post-test is slightly higher than in the pre-test, but
the difference is not significant. This indicates that many want to use (and configure) ddA
before and after the teaching unit so that they only collect few personal data.

Moreover, we also analysed whether this is related to reflecting on data collection and
processing by ddA. The scales of reflecting on data collection and processing by ddA and
of trying to disclose few personal data are positively significantly correlated with a small
effect in the pre-test (p = 0.0016, r = 0.292) and with a medium effect in the post-test
(p = 0.0001, r = 0.3527). Thus, when reflecting on data practices, students preferred
to disclose less personal data, indicating that reflecting on data practices is related to
reflecting one’s own behaviour.

5.3. Relationship Between Describing of and Reflecting on Data Collection
and Processing (RQ3)

To determine whether describing data collection and processing purposes is related to
reflecting on these processes, we divided the students into two groups based on their
previous categorisations in Tables 2 and 3 (only post-test data): (1) Those who described
both types of data collection (explicit and implicit) and at least a primary purpose of data
processing and (2) all other students.

Of the 123 students, 25 students were assigned to the first group (G1), and 98 ended
up in the second group (G2) (similar gender distribution). Table 5 gives an overview of
the respective statistics of the scale for reflection on data collection and processing. On
average, the first group rated the scale with a mean score of 3.07, while the second group
rated it with a mean score of 2.58. This difference is significant (U = 1573.5, p =

0.0162). This indicates that students with a better understanding of ddAs’ data practices
are more likely to reflect on these processes in everyday life.

TABLE 5
Groups of students and respective scale statistics

Distinction regarding understanding
of data collection and processing

Numbers of
students in
the group

Scale “reflection of data collection and pro-
cessing” (post-test)
mean std mdn

G1: higher level of understanding 25 (20.3%) 3.07 0.91 3.33
G2: lack of understanding 98 (79.7%) 2.58 0.91 2.67

(Source: Authors’ own work)

6. Discussion
This section briefly discusses the findings of the study according to the research questions.
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Developing an understanding about the role of data (RQ1) Related research indicates
that students lack awareness and understanding of the data collection and processing by
ddA (see Figure 1). However, these studies do not distinguish systematically between
different types of data collection and kinds of data processing purposes. While the frame-
work characterises types of data collection and kinds of data processing purposes, the
presented study offers more nuanced insights for students’ awareness and understanding
of data practices.

Before the intervention, students could describe some explicitly collected data but
significantly less implicitly collected data, which supports the mentioned results from
prior research (see Figure 1). However, after the teaching unit, many students developed a
broader view on data collection and identified implicitly collected data or even both types.
Regarding the framework’s model about the role of data, these findings indicate that many
students seem to understand both types of data collection and could apply this conceptual
understanding to an everyday life example not covered in class.

Similarly, before the teaching unit, students could imagine some secondary purposes
of the ddA’s data processing, but mostly unspecific, and only a few primary purposes. This
aligns with research which revealed that students struggle with describing ddAs’ data
processing purposes (see Figure 1). After the intervention, significantly more students
described primary purposes or even both kinds, indicating that the intervention enables
students to apply a conceptual understanding of data processing purposes to an everyday
life example.

Moreover, the results revealed that students’ understanding of data collection by ddA
relates to their understanding of the data processing purposes. Hence, understanding the
data collection could be a prerequisite for understanding and assessing the data processing
purposes (and/or vice versa).

Compared to related studies as summarised in Figure 1, the students’ initial position
on the figure’s spectra aligns closely with those from previous research. However, the
findings indicate a progression to the right side of the spectra in Figure 1. In consequence,
this study contributes to research on how to enable students to comprehend data practices
of data-driven technologies and how to measure such an understanding. The findings
suggest that many students developed an understanding of ddAs’ data practices. Hence,
the framework’s model about the role of data during interactions with ddA, as taught in
the intervention, seems to be understandable and usable to analyse data practices of ddA
from everyday life.

Reflecting on data practices of ddA (RQ2) Previous research highlighted that students
often struggle to relate learning about data to their everyday lives and feel powerless re-
garding data practices (e.g., Sander 2020, Hargittai & Marwick 2016, Keen 2020, Lutz
et al. 2020). In this study, many students stated that they rather reflect and think about
ddAs’ data practices in their everyday lives, and the teaching unit seems to encourage
them to think about it more often. Additionally, some students now want to pay more at-
tention to sharing less personal data when interacting with ddA, which relates to reflecting
on such data collection and processing. These findings align with teachers’ observations
that some students were curious and wanted to find out immediately after class which
apps on their mobile phones were allowed to collect location data. These results indi-
cate that students may feel the need to reflect on their role in these interactions, control
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data flows, and change their behaviour. That contrasts with findings reported in literature,
which suggest that students often did not perceive a need to act regarding data practices or
feel powerless regarding the data practices (see Section 2.2). However, the results support
observations made by Sander (2020), who also found that students were concerned and
interested in learning about data practices.

In summary, the study indicates that students did not appear to resign or ‘give up’ fac-
ing ddAs’ data practices. It rather suggest that the intervention may encourage students
to reflect on these data practices more often and might let students think about their in-
teractions (i.e. disclosing less personal data). Hence, we assume that the framework can
encourage students to engage with data practices in their everyday interactions with ddA.
This might mean that the framework could be a first step towards supporting empower-
ment and agency and countering powerlessness and resignation.

Relation between understanding and reflecting (RQ3) Pangrazio & Selwyn (2018) argue
that teaching students to understand the data processes of data systems is an initial step for
supporting students to address challenges for their privacy and agency posed by data prac-
tices of data systems (e.g., social media). Similarly, as data awareness includes developing
a conceptual understanding of data practices during interactions with ddA, we argue that
data awareness could support students (in a second step) in reflecting on their role within
these interactions and in developing empowerment and agency. However, learning about
data and ddA does not necessarily mean that students are also more engaged and reflect
on these data practices in everyday life. For example, when teaching about data-driven
technologies, Vartiainen et al. (2021) found in their study that even if children learned
basic concepts and mechanisms of ML, they did not develop a critical stance towards data
practices and data-driven technologies in their everyday lives. As the findings for RQ1
indicate a progression in students’ understanding of ddAs’ data practices, the question
arises as to whether interventions that take such a first step, as suggested by Pangrazio &
Selwyn (2018), also support in reflecting on these data practices.

The results indicate that students with a better understanding of data collection and
processing by ddA are more likely to reflect on data practices in their everyday lives.
In other words, a higher level of data awareness might support students in reflecting on
their role in interactions with ddA, and hence, in taking a (critical) stance towards ddA in
everyday life. Thus, data awareness might support them in making informed and reflective
decisions when interacting with ddA (i.e. interacting more self-determinedly with ddA).
That leads to the conjecture that data awareness may initiate the development of self-
determination and agency in everyday interactions with ddA, that is, to counteract feelings
of powerlessness.

7. Limitations
The study provides valuable insights but also has limitations, which we reflect on in this
section. First, the questionnaire limits the findings. The study is primarily focused on
examining students’ understanding of and reflection on ddA’s data collection and pro-
cessing. A secondary interest was whether the framework also encouraged reflection on
the personal role within these interactions. However, given the age of the participants, a
concise questionnaire was preferred. While focusing on the primary aims of the study, we
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decided to use a single-item measure (‘try to disclose few personal data’, see Section 4.4)
to gain preliminary insights into whether students think about their actions, contrasting
to resignation and ’given up’ attitudes. This item has limitations in terms of validity in
measuring students’ behaviour, as it focuses on one specific behaviour. In combination
with the scale on reflection on data practices (which also correlates with the single item),
this item can provide preliminary insights into whether students think about their inter-
actions or are resigned to data practices. However, conjectures drawn from these results,
particularly about their actions, need to be examined in future research.

Second, the questionnaire’s open-ended items about data practices were analysed to
answer the first research question. The data provide significant insights about which types
of data collection and kinds of data processing purposes students recognise in the given
situation. However, many responses were short (e.g., single words or short phrases) so
that interpreting the extent of students’ understanding of these facets in detail is limited.
Addressing this question could be interesting in future work.

Finally, we chose the example of interacting with mobile networks in the intervention
because of its well explainable structure and functionality. This allowed us to focus on
introducing and using the framework’s perspectives without introducing additional, more
complex concepts of data-driven technologies such as ML aspects. Applying the frame-
work to more complex ddA could provide fruitful insights into fostering data awareness
throughout secondary education.

8. Conclusions and Future Work
We have introduced the data awareness framework, which combines perspectives on
teaching about data and data-driven technologies according to data and AI literacies. It
provides a model for the role of data within interactions with data-driven digital artefacts
(ddA) (see Figure 2). This model is meant to be used by students to shift their focus on rel-
evant aspects during their daily interactions with ddA. The framework’s goal is to enable
students to become aware of their role and the role of data within interactions with ddA,
reflect on these interactions, and make informed and self-determined actions. For initial
insights about data awareness, we present an empirical study which focuses on students’
understanding of and reflections on data practices of ddA.

The study’s findings indicate that the framework can support students in developing
a conceptual understanding of and a nuanced perspective on data practices of ddA. This
leads to the preliminary suggestion that the model taught is comprehensible for students
and usable to analyse ddA regarding their data practices. The results also indicate that
students were encouraged to reflect on ddAs’ data collection and processing and want
to reduce the amount of data they disclose when interacting with ddA. Thus, the frame-
work might support students to reflect on their role during interactions with ddA. Taken
together, these findings suggest that the framework could support students to be more
informed and reflective when interacting with ddA, so that students could be more self-
determined when interacting with ddA in everyday life.

In future work, research is needed to explore what specific impact data awareness
has on long time behavioural changes. The framework is intended to support students in
reflecting on their role within these interactions (including their actions), identifying and
assessing possible actions, and making informed and reflected decisions about whether or
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how to interact with ddA. To avoid prescribing behaviour – which would limit students’
agency – our intervention consciously ends with discussing possible actions. However,
the study indicates that students think about their behaviour (i.e. about disclosing less
personal data). Exploring these effects on students’ behaviour would be interesting to
understand the relationship between awareness and agency.

Moreover, future work on data awareness could benefit from adopting critical per-
spectives, as used in critical data literacies (e.g., Sander 2020, Pangrazio & Selwyn 2019).
Future implementations of the framework could extend the perspective on individual in-
teractions on a societal level by considering impacts of large-scale data practices. Then,
societal and ethical issues could be critically discussed and reflected, e.g., influences on
electoral processes (e.g., Bond et al. 2012, Lazer et al. 2018) or asymmetries of informa-
tion and power (e.g., West 2019, Brunton & Nissenbaum 2015). This can also include dis-
cussing design decisions of ddA, like regarding predictive privacy (e.g., Mühlhoff 2021).

Overall, this paper contributes to research on data literacies by focusing on support-
ing students in understanding and becoming aware of data practices of ddA, as already
emphasised by other researchers (e.g., Pangrazio & Selwyn 2019, Acker & Bowler 2018,
Gebre 2022). While approaches for teaching data and ddA typically focus on enabling
students to handle and interpret data or design ML applications, the presented framework
contributes to this research with an alternative perspective. It proposes an approach of
teaching a model of the role of data in interactions with ddA (see Figure 2) that appears
to be understandable and usable as a lens for analysing ddA and reflecting on daily in-
teractions with them. Based on the findings, we assume that the approach can combine
learning about data and ddA with encouraging students to reflect on their own role in a
datafied world. Therefore, we believe that the data awareness framework contributes to re-
search on data and AI literacies with an approach that may enable students to understand
ddA and reflect on their own role within the interactions with ddA, that is, to become
aware of their role and the role of data in these interactions. With regard to Pangrazio &
Selwyn (2018), our study suggests that the framework may support students in addressing
the challenges to their privacy and agency posed by data practices of ddA.
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